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New Malicious Domains

GovCertUK are aware of a number of systems downloading malicious software from some
previously unknown malicious domains. Like the ongoing SQL injection attacks, legitimate
websites are being compromised so that users unknowingly download from and/or are redirected
to one of the malicious domains. The malicious domains that GovCertUK are currently aware of
are:

e Pinoc(dot)org
e Pinoc(dot)info

The malware can be detected by analysing web traffic logs for traffic to any of the above domains.
Evidence of any of these malicious domains within web traffic logs may indicate an infected
computer on the network.

Another identifying feature of this malware is the fact that it on occasion will download further
malicious software from either the original malicious domain or google-analyze(dot)cn. Again,
evidence of this domain in web traffic logs may indicate an infected computer on the network.

GovCertUK recommend that the above domains are blocked at perimeter network devices. For
any infected machines that are found, it is advisable to isolate them from the network. It is also
advisable to perform a clean system rebuild before reconnecting the machine to the network.

CESG, as the National Technical Authority for Information Assurance (IA), has the lead
responsibility within Government for providing Information Assurance advice to public sector
organisations.

GovCertUK is responsible for Computer Security Incident Response within UK Government, and
provides an emergency response capability to public sector organisations that may require
technical support and advice during periods of electronic attack or other network security
incidents.

GovCertUK provides an email notification service intended for UK Government departments,
providing news, security alerts and relevant technical bulletins. You will need to register with a
valid UK government email address, and you must be either the Information Technology Security
Officer (ITSO) or Computer Security Incident Response Officer (CSIRO) for your department, or
provide delegated authority from them.

The CESG GovCertUK Incident Response team provides 24 hours a day, 7 days a week
operation and can be contacted by the following methods:
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Telephone: 01242 709311
Fax: 01242 709113
General Enquiries: enguiries@govcertuk.gov.uk
Incidents & Alerts: incidents@govcertuk.gov.uk
Restricted communications (GSI only): govcertuk@cesqd.gsi.gov.uk
Website: www.govcertuk.gov.uk

2

This information is exempt under the Freedom of Information Act 2000 (FOIA) and may be exempt under other UK
information legislation. Refer any FOIA queries to GCHQ on 01242 221491 x30306 or infoleg@gchqg.gsi.gov.uk


mailto:enquiries@govcertuk.gov.uk
mailto:incidents@govcertuk.gov.uk
mailto:govcertuk@cesg.gsi.gov.uk
http://www.govcertuk.gov.uk/

